I/IH(l)OpMaIII/IOHHaﬂ nmaMsTKa IJd HECOBEPHICHHOJICTHUX 10 BOIIpocaM

kubepOe3onacHocTu B ceTu «AHTEepHET»

KoMnblOTEpHbIE BUPYChI

KomnproTepHBII BHPYC - 3TO Pa3sHOBHIHOCTh KOMIIBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIHLHON OCOOCHHOCTBHIO KOTOPOW SIBIISETCS CIIOCOOHOCTh K Pa3MHOXKEHUIO
(xomrpoBaHu0). B momogHeHNe K 3TOMY, BUPYCHI MOTYT MOBPEAUTH WIIU MOJTHOCTHIO
YHUUTOXUTh Bce (Dailyibl U JaHHBIC, MOJKOHTPOJIBHBIE MMOJIB30BATENI0, OT UMEHH
KOTOpOTO ObliIa 3amyleHa 3apakéHHasi Mporpamma, a TakkKe MOBPEIUTh WU Jaxe
YHUUTOXXUThH OINEPAIIMOHHYIO CUCTEMY CO BceMu (paitnamu B 11esioM. B 6ombimHcTBE
CIIy4aeB pPacCIpOCTPAHSIOTCS BUPYChl 4Yepe3 HHTEpHET. Meroabl 3alUThl OT
BPEJIOHOCHBIX IPOrpaMM:

1. Hcnonb3yll COBpEMEHHBIE OIEPALIMOHHBIE CUCTEMbBI, HWMEIOIINE
CEpbE3HBIN YPOBEHD 3aIUTHI OT BPEIOHOCHBIX MTPOTPAMM;

2. [TocTostHHO ycTaHaBnuBai natyu (UGPOBBIE 3aMIaTKU, KOTOPHIE
ABTOMATUYECKH YCTAaHABIMBAIOTCA C LEIbI0 JOPAOOTKU MPOTPaMMBI) U APYTUe
OOHOBIICHHMSI CBO€Hl omepaniMoHHOW cucTtembl. CkaymBaifi HUX TOJBKO C
opunmanbHoro caiita paspaborunka OC. Ecnu cymiecTtByeT pexum
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. PaGoraii Ha cBOeM KOMIBIOTEPE O] TPaBaMH MOJIb30BATENs, a HE
aJIMUHHUCTpATOpa. JTO HE TMO3BOJHUT OOJNBIIUHCTBY BPEAOHOCHBIX MPOrPAMM
MHCTAJUIMPOBATHCA HA TBOEM EPCOHAIBHOM KOMITBIOTEPE;

4, Hcnonb3yil aHTUBUPYCHBIE MPOIPAMMHBIE MPOIYKTHI U3BECTHBIX
MIPOM3BOIUTENICH, C aBTOMATHIECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUI TOCTYN K KOMIBIOTEPY AJIS TOCTOPOHHUX
L,

6. Hcnonw3yit BHEIIHUE HOCUTENW WH(pOpMaIUK, TaKue Kak (Iemnika,
nuck wid (aitn u3 aTepHeTa, TOJIbKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He otkppiBaii KkoMmIblOTepHBIE  (ailsibl, MOJY4YCHHbIE U3
HEHaJIEKHbBIX UCTOYHHUKOB. J{axke Te (paitlsibl, KOTOpBIE TPUCTA TBOM 3HAKOMBIH.

Jlydiie yTouHH y HETO, OTIIPABIISLI JIU OH TeOe uX.

Cern WI-FI
C nomompro WIi-Fi MOXHO TONXy4nTh OCCIUIATHBIA WHTEPHET-JOCTYII B

OOIIeCTBEHHBIX MecTax: Ka(e, OTensiX, TOProBBIX LEHTpax W a’pomoprax. Tak xe



SIBJSICTCS OTVIMYHOM BO3MOKHOCTHIO BbIxoAa B MuTepHer. Ho MHOrme skcmepTsl
cuuTaroT, yTo obmienoctymnabie WIiFi ceT He ABJISIOTCS 0€30IacCHBIMH.
CoBeTbl 110 6€30MacHOCTH PadoThI B 001IeT0CTYNHBIX ceTax Wi-fi

1. He nepemaBaii cBoo  nuuyHyro  uHGpOpMAIUIO  4yepes
obmenocrynubie Wi-Fi cetu. Pabotas B HUX, jKeIaTeIbHO HE BBOJUTH MApOJIU
J0CTyNa, IOTUHBI U KaKue-TO HOMEPA;

2. Hcnone3yihi u OOHOBISIH aHTHUBUPYCHBIE MPOrpPaMMbl U
Opanamaysp. Tem caMbIM Thl 00€30MacHIlb ce0sl OT 3aKAaYKH BHUpYyca Ha TBOE
YCTPOWCTRBO;

3. [Tpu ucnonb3oBanuu Wi-Fi otkimroun @ynknuto «OO0mmiA 10CTyn
K ¢aiinam u npuntepam». JlanHas QyHKIMS 3aKpbITa 10 YMOJIYAHUIO, OJTHAKO
HEKOTOPBIC TOJIb30BATEIIM AKTUBUPYIOT €€ IS yA0OCTBA HCIIONB30BAHUS B
pabote unu yueode;

4. He ucnone3yit myommunsiit WI-F| a1 nepenaun TUYHbIX JTaHHBIX,
HAIIPUMeEp, IS BBIXOJa B COIMAIbHBIC CETH WIIH B 3JICKTPOHHYIO TIOUTY,

5. Hcmonb3yi TonbpKo 3amuiiennoe coeanaenue uepe3 HTTPS, a ne
HTTP, 1.e. mpu Habope BeO-aapeca BBOM uMeHHO «https://»;

6. B moOunbHOM Tenedone otkmoun ¢yHkiuio «llonkiodenue k
Wi-Fi aBromatumyeckm». He gomyckaii aBTOMATHYECKOTO IOJKIIFOUCHUS

ycrpoiicta k cetsim Wi-Fi 0e3 TBoero cormacusi.

ConuajbHble CeTH

ConmanbHas CeTh - 3TO CalT, KOTOPHIN MPEIOCTABISIET BO3MOKHOCTD JIFO/ISIM
OCYIIECTBIIATH 00IIEHNE MEX Ty cO00M B MHTEepHETEe. Yalie Bcero B HUX JIJISl KaXI0T0
YeJIOBEKa BBIICISETCS CBOSI JTUYHAS CTPAaHWUYKA, HA KOTOPOW OH yKa3bIBaeT 0 cede
pasnuuHyo WH(MOpMAINIO, HAYWHAS OT WUMEHH, (DaMHIIMU M 3aKaHYWBas JIMYHBIMU
dotorpadusimu. MHOTHE TOJB30BATENW HE IMOHUMAIOT, YTO WHMOpMAIWs,
pa3MeleHHas UMHU B COIUATIBHBIX CETSAX, MOXKET OBITh HalJICHa M MCIIOJIh30BaHA KEM

YroaHo, B TOM 9HCJIC HC 00s13aTEJIbHO ¢ OJaruMu HaMCPCHUAMMU.

OCHOBHBIE COBEThI M0 0€30MACHOCTH B COLUAJBLHBIX CeTAX:

1. Orpanudb crucoK Apy3ei. Y TeOs B IPYy3bsAX HE JOHKHO OBITh
CIIyYalHbIX U HE3HAKOMBIX JIIOJIEH;
2. 3anuuiaid CBOK YACTHYK KM3Hb. He ykaspiBail maposu,

TenedoHbl, aapeca, 1aTy TBOEro pOXKICHUS U IPYTYI0 JUYHYIO0 HH(POPMALIUIO.



370YMBIIIIEHHUKH MOTYT MCIOJIb30BaTh Jake MH(OPMALIUIO O TOM, KaK Thl U
TBOM POJAMUTEINM TUIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amuniail CBOK peNyTalHtIo - AEPKHU €€ B YUCTOTE U 3a/aBail cede
BOIIPOC: XOT€Nd Obl Thl, YTOOBI JApPYTrHUE€ IMOJb30BATENN BHJEIH, YTO Tbl
3arpyxaemb? [lomymaid, mpexae 4yeM 4YTO-TO OMyOJIMKOBaTh, HamucaTh M
3arpy3uTh;

4.  Ecuu Tbl TOBOPUIIB C JTHOABMHU, KOTOPBIX HE 3HAEIlb, HE UCIOJIb3YH
CBOE peaJbHOE UMsI U APYTYIO JUYHYIO MH(OPMALIMU: UMsI, MECTO JKUTENIbCTBA,
MECTO y4yeObl U Ipoyee;

5. N36erait pasmemenus ¢ororpaduit B MHTepHeTe, rae ThI
n300pakeH Ha MECTHOCTH, IO KOTOPOH MOXHO OIpPENeIuTh TBOE
MECTOIOIO0KEHUE;

6. [Ipu peructpanuu B COIMAIILHON CETH HEOOXOUMO UCIOJIb30BaTh
CJIOKHBIE MAPOJIM, COCTOAIIME U3 OYKB U LU(p U C KOJIUYECTBOM 3HAKOB HE
MeHee §;

7. JUis conuanbHOM CETH, MOYTHl M JPYTUX CAMTOB HEOOXOAUMO
UCIIOJIb30BaTh pasHble mapoiau. Torma ecau Tebs  B3JIOMAlOT, TO

3JIOYMBIINIJICHHUKHU I10JI1Yy4aT JOCTYII TOJIBKO K OTHOMY MECTY, @ HC BO BCC Cpasy.

DJIEKTPOHHLIE TeHLTH

DNEKTPOHHBIE JEHBIM — 3TO OYEHb YAOOHBINA CIOCOO TUIATEeXKeW, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJIYYUTh 3TH JCHBTU.

DNEKTPOHHBIE JICHBIU TOSIBUINCH COBCEM HEJIaBHO M UMEHHO M3-3a 3TOTO BO
MHOTHX TOCYJIapCTBaX JI0 CHX TOP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM YHKIIMOHUPYIOT U O HUX YXKE TIPOIMUCAHO B 3aKOHE, IJIe UX
pa3eNsIFOT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC M He aHOHMMHBIC. Pa3HHIIA B TOM, YTO
QaHOHMMHBIC - O3TO T€, B KOTOPBIX pa3pemiacTcs MPOBOJAUTH Omepanuu 0e3
UJACHTHU(UKAIIMN TTOJI30BATEIISA, & B HC aHOHUMHBIX MICHTU(UKAIUK TTOTH30BATEIIS
SIBJISIETCST 00s13aTEeTLHOM.

Taxxe cruemyer pasnmdyaTh OJIIEKTPOHHBbIE (uaTHbIE JEHBrU  (PaBHBI
TOCY/JIapCTBEHHBIM BaJllOTaM) W JJICKTPOHHBIC He(dHWaTHbIC JCHBIM (HE paBHBI
TOCY/IapCTBEHHBIM BAJTFOTaM).

OcHOBHBIE COBETHI M0 0€30MAaCHOI padoTe ¢ IJTeKTPOHHBIMHY IeHbTaAMU:

1. [TpuBsoku K cueTy MOOUIIBHBIN TeneoH. DTO camMblil YIOOHBIN U

OBICTPBIN C€IOCOO BOCCTAHOBUTH J0CTyn K cuery. [lpuBs3zaHHbli TenedoH



IIOMOXET, €cJIi 3a0y/Aelllb CBOW IJIATEKHBIMA Mapojb WIM 3alJIellb Ha CAlT ¢
HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yit  omHopaszoBeie maponu. Ilocie mnepexoma Ha
YCUWJICHHYIO aBTOpU3aLIUIO TeOe yKe He OYJIeT yrpokaTh OMACHOCTh KPaXu WIH
nepexBara IUIaTeKHOr o NapoJis;

3. Beibepu cnoxublii napoib. [lpecTtynmHukam OyaeT HE HpOCTO
yrajgaTh CIOXHBIH maposb. HagexHble mapoid — 3TO Haposid, KOTOpHIE
colep)kaT He MeHee 8 3HAKOB M BKJIIOYAIOT B Ce0S CTPOUYHBIE U MPOMHUCHBIC
OykBBI, IIUPPHI U HECKOJIBKO CHUMBOJIOB, TaKMe KaK 3HaK Jojuiapa, (yHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.I. Hampumep, StRONQ!;;

4. He BBOaM cBOM JM4YHBIE JaHHBIE Ha CcaiTax, KOTOPBIM HE

JAOBCPACHIDL.

DJIeKTPOHHASA MOYTA

DNEeKTpOHHAs MOYTa — 3TO TEXHOJIOTUS M MPENOCTABISIEMBIE €0 YCIYTH I10
MEPECHUIKE U TMOITYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PACIPEIENIIIOTCS B
KOMITbIOTEpHON ceTh. OOBIYHO DJJIEKTPOHHBIA TOYTOBBIA SIIMK  BBITJISLAUT
CJIEIYIOIIMM 00pa3oM: UMs_IOJb30BaTENsA(@UMs_JoMeHa. Takxke KpoMe mepenadyu
MIPOCTOr0 TEKCTa, UMEETCS BO3MOXHOCTD IepeaBaTh (ailsibl.

OcHoBHBIE COBETHI N0 0€30MACHOI padoTe ¢ 3TeKTPOHHOM MOYTOI:

1. Hano BeiOpaTh mpaBuiIbHBIN MOYTOBBIN cepBuc. B HTEpHETE ecTh

OTrPOMHBIN BBIOOP OECIUTATHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYUIIE T0BEPAThH

TEM, KOT'0 3HACIlb U KTO IIEPBBIA B PEUTHHTE;

2. He yka3biBait B TuuHOM nouTe MMyHy0 nHdopmarmio. Hanpumep,

JydIle BEIOpATh «MY3bIKaNbHbIN _(haHaT@» uinu «pok2013» BmecTo «Tema 13»;

3. Hcnonp3yil ABYX3TalmHYK aBTOPU3AIMIO. DTO KOrjJa MOMUMO
napoJisi Hy’KHO BBOJIUTB KOJI, MpUcklIaeMblil mo SMS;
4, Boibepu crnoxHbl maponb. s Kaxaoro MOYTOBOTO SAILIUKA

JOJIKEeH ObITh CBOM HaJIeKHBIN, YCTONYMBBIN K B3JIOMY MapoJib;

5. Ecnu ecTp BO3MOXXHOCTh HAITUCATh CAaMOMY CBOM JINYHBIN BOIIPOC,

UCIIOJIB3YH 3Ty BO3MOXHOCTB;

6. Hcnone3yil HECKOJIBKO MOYTOBBIX SIIUMKOB. 11epBbIN 11 yacTHOM

NEPENHCKHU C apecaTaMy, KOTOPBIM Thl JIOBEpsEllb. DTO 3JIEKTPOHHBIN aapec

HE HaJI0 UCTIOJIBH30BATh MIPH PETUCTPALIUH HA (HOpyMax U calTax;



7. He otkpeiBail (aiiiabl U Apyrue BIOKEHUS B MHUCbMax JAXKE €CIH
OHM IPUILLIM OT TBOUX Jpy3eil. JIyulie yTouHu y HUX, OTIIPaBJIsUIM I OHU Te0e
3TH (ailiibl;

8. [Tocne oxoHuaHust paOOTBl Ha IOYTOBOM CEPBHCE IEpEX

3aKPBITUEM BKJIAJIKH C CATOM HE 3a0y/lb HAXKaTh Ha « BeIiATH».

KunoepOoyJaJuHT NI BUPTVAJILHOE W3/1€eBATEJILCTBO

KuGepOymnmuHr — npecienoBaHrue COOOIMIEHUSIME, COACPKAITUMHU
OCKOpOJICHHUS, arpecculo, 3alyruBaHue; XyJIUTaHCTBO; COLMaIbHOE OOMKOTUPOBAHUE
C IOMOILBIO PA3INYHBIX UHTEPHET-CEPBUCOB. OCHOBHBIE COBETHI IO DOpbOeE C
KN0epOyJJIHHIOM:

1. He Opocaiics B 60ii. JIyumuii crmoco0: MOCOBETOBAThCS Kak ceOs
BECTH M, €CJIU HET TOTO, K KOMY MOKHO OOpaTHUTHCS, TO BHAYAJIE YCTIOKOUTHCS.
Ecnu Tb1 HauHelIb OTBEYaTh OCKOPOJIICHUAMH Ha OCKOPOJIEHHUS, TO TOJIBKO €Il
00JIbIIE Pa30XIKELTb KOHPIIHKT;

2. VYnpasinsii cBoell kubeppemnyTaiuei;

3. AHOHUMHOCTH B ceTH MHMMasi. CyIlIeCTBYIOT CIIOCOOBI BBISICHUTB,
KTO CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectm XxynuraHckuii oOpa3 BUPTYaJbHOW KU3HU.
HuTepHeT puKcHpyeT BCe TBOU JACHCTBUS U COXPAHSET UX. Y IaIUTh UX OyJeT
KpaiHe 3aTpyIHUTEIBHO;

5. Benn cebs BEKINBO;

6. Urnopupyit enuHUYHBIN HeratuB. OTHOPa30BbIe OCKOPOUTENBHBIC
cooOmIeHnus Jydine WrHopupoBaTh. OOBIYHO arpeccusi NpPeKpaimaeTcs Ha
HavyaJIbHOM CTa/INH;

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMU
COOOIIEHUSAMH, B COITUATBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKU
COOOIIIEHUH C OTIPE/ICIICHHBIX aJIPECOB;

8. Ecnu 1o1 cBugeTens kubepOyummara. TBOM NeCTBUSA: BHICTYIUTh
IIPOTUB TIPECIIEIOBATENsA, IOKa3aTh €My, YTO €ro JEHCTBHS OLICHUBAIOTCS
HETaTUBHO, MOJJEPKATh KEPTBY, KOTOPOUN HY>XHA MCUXOJOTHYECKasi TOMOIIb,

COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO TTOBEICHUS B CETH.

MoounaLHbII TeJaedoH

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COJEPKAT B ceOe BIOJTHE B3POCIHBIN

(yHKIMOHAJ, W TeHepb OHM MOryT KOHKYPUPOBaTb €O CTAallMOHAPHBIMU



KoMIibtoTepaMu. OJIHaKO, CPEJCTB 3alllUTHI ISl MOJOOHBIX YCTPOMCTB MOKa OYEHb
Majo. TecTupoBaHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO,
kak juist [1K, To sxe camoe kacaeTcs 1 MOOMIIBbHBIX MPUITIOKEHUH.

CoBpeMeHHbIe MOOHIIbHBIE Opay3ephl YKe MPAKTUYECKU JOTHAIN HACTOJIbHBIE
aHaJIOTH, OJHAKO pacliupeHne PyHKIMOHAJA BJIEUET 3a CO00M OOJBIIYIO CII0KHOCTh
Y MEHBIIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENIM BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIHE
KPUTHYECKHE YSI3BUMOCTH JIJIsl CBOUX YCTPOUCTB.

OcHoBHBIE COBeThI 11l 0€30MaCHOCTH MOOMJIBHOTO TesedoHa:

1. Bbyar ocropoxeHn, Beap Kkorma Tebe mpenjaraioT OecriiaTHBINA

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIATHBIE YCIYTH,

2. Hymaii, mpexxae yem otnpaButh SMS, ¢oto nmu Buaeo. Tol TOUHO
3HaeIIb, IJI¢ OHU OYIyT B KOHEYHOM UTOTE?

3. HeoOxonnMo OOHOBIATH  ONEPALMOHHYIO CHUCTEMY TBOETO
cMapToHa;

4, Wcnons3yit  aHTUBUPYCHBIE TPOTpaMMbl  JUIsi  MOOWMIIBHBIX

TenedoHOB;

o. He 3arpy»xaii nprI0)KeHUsI OT HEU3BECTHOIO UCTOYHUKA, BEJIb OHU

MOTYT COZIEp>KaTh BPEJIOHOCHOE MPOrpaMMHOE 00ecIiedeHHeE;

6. ITocine TOro kak Thl BBIMACHIL C CailTa, T€ BBOJAWJ JIUYHYIO

UH(pOPMAIIHIO, 3ali]T1 B HACTPOHKHU Opay3epa u yuaiau COOKies;

1. [lepuoanuecku mpoBepsiii Kakue IIaTHBIE YCIYTU aKTUBUPOBAHBI

Ha TBOEM HOMEDE;

8. JaBaif cBoii HOMEp MOOUIBHOTO TeiaedoHa TOJIBKO JIIOJISAM,

KOTOPBIX ThI 3HACIIh U KOMY JIOBEPSCIIIb;

0. Bluetooth momkeH ObITh BBIKIIIOUEH, KOTa Thl KM HE MOJIb3YEIIbCS.

He 3a6b1Bail nHOT 12 TPOBEPSATH ATO.

OUIIHHI WIH KPAaXKa JUYHBIX JAHHBIX

'naBHast 1enab QuIUHT - Buaa VHTepHET-MOIIEHHHYECTBA, COCTOUT B
MOJTyYCHUH KOH(DUICHIIMATBHBIX TAHHBIX MOJIh30BATEJICH — JIOTHHOB | mapoJeii. Ha
aHrmiickoM si3eike phishing uutaercs kak ¢umuHr (ot fishing — peiOHas 0B,

password — mapoJib).



OcHoBHBIE COBETHI 110 00pBLOE ¢ GUIIHMHIOM:

1. Crnenu 3a cBOMM akkayHTOM. Eciu Tl MOj03peBaclllb, 4TO TBOS
aHkeTa OblJa B3JIOMAaHA, TO HEOOXOAMMO 3a0JOKHpPOBAaTH €€ M COOOLIUTH
aJMUHHICTpPATOpaM pecypca 00 3TOM KaK MOXKHO CKOpEE;

2. Hcnonw3yit Ge3omnacHbie BeO-CaiThl, B TOM YHCIE, WHTEPHET-
Mara3uHOB U ITOMCKOBBIX CHUCTEM;

3. Hcnonp3yil ciaoxHbIe U pa3Hble Mapoiau. TakuM oOpa3om, eciu
TeOsI B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJIYy4yaT JOCTYN TOJBKO K OJHOMY
TBOEMY IPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s B310ManH, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J00aBJIeHbl y T€0s B IPY3bsiX, O TOM, YTO T€Os B3JIOMAIU
¥, BO3MOXHO, OT TBOEr0 HMMEHHM OYJET pacchlIaThCs CIIaM W CCBHUIKM Ha

(UIIMHTOBBIE CANTHI;

5. Ycranou HanexHsiid napoib (PIN) Ha MoOWIBEHBIN TenedoH;
6. OTkII04M cOXpaHeHue Mmapoisi B Opaysepe;
7. He otkpeiBail ¢aiiiabl U Apyrue BIOKEHUS B MHUCbMaX JaXKe €CIU

OHM MPUILLIU OT TBOUX Jpy3eil. JIyulne yTouHu y HUX, OTIIPaBJISUIM I OHU TeOe

9TH (ailibl.

®EJIEPAJILHAS CJTY)KBA 110 HAJI30PY B COEPE CBSI3M,
MH®OPMAITMOHHBIX TEXHOJIOTUI 1 MACCOBBIX
KOMMYHUKAIII (POCKOMHA/I30P)

VIIPABJIEHUE T1O 3AIUTE IIPAB CYBBEKTOB ITEPCOHAJIBHBIX
JIAHHBIX



NucTpykums aesiteibHOCTH padodeii rpynnbsl Mosoae:kHOM majaaThl
KoHcyJabTaTHBHOIO coBeTa NMPH YIOJHOMOYEHHOM OpPraHe 10 3alluTe NpaB
Cy0ObEeKTOB MEePCOHANBLHBIX JaHHBIX «BoJsioHTepckoe ABuKeHne MoJ1oae:KHOM
NAJIAThl 10 MOHUTOPMHIY HHTEPHET-PECYPCOB HA MpeaIMeT HAJTUYUA HA HUX
KOHTEHTA OYJIJIMHIOBOI'0 COAEPKAHMS» 10 BHIABJICHUI0O HHTEPHET-PECypcoB
¢ uHpopManued Oy/UIMHIOBOIo cojaep:kaHus (majiee - Padouas rpynma
MoJioaeskHOM MmaJIaThl)

Mocksa 2018

Kaxk u3BecTHO, CyIIECTBYET HECKOIBKO BHJIOB OCYILIECTBICHUS I€CTPYKTUBHOTO
BIIMAHUS Ha Todb30BaTtessst B ceTH «VHTEpHET» ¢ 1LeNbl0 HAHECTH €MY
ncuxojoruyeckuil ymep6. Haumbonee pacnpocTpaHEHHBIMM U3 HUX SBJISIOTCA
K1OepOyIUTMHT, KHOEPTPOJUIUHT, KHOEpAYTHHT, KUOEPCTATKUHT.

B macrosmen WMHcTpykuuu oOmnMcaH MEXaHU3M pEarupoBaHUs YJICHOB
MonoaexHoi nanatel KOHCYIpTaTUBHOIO COBETA MPU Y HOJITHOMOYEHHOM OpPTraHe I0
3aIIUTe MPaB CyOBEKTOB NMEPCOHANBLHBIX JIAHHBIX B ClIy4ae OOHApYKEHUU UMU B CETU
«aTepHeT» nHbopMaIum, couepskaiiei npusHaku OyJUIMHTA.

JECTPYKTUBHOE BO3JENCTBHUE HA JINYHOCTH B CETA
«AHTEPHET»: BU/JIbI U OT/IMYUSA. KUBEPBYJIJIMHI:
XAPAKTEPUCTHUKHU U OCHOBHBIE THUIIbI

Ku6epOy/uinHr, KUOEPTPOJLIMHT, KHOEPAYTUHT, KHOEPCTAJIKHUHT:
MOHSATUS U OTJINYNS.

['oBopst 0 cTONBL ONM3KUX MOHATHUSIX, KaK KHOEpOYJUIMHT, KUOEPTPOJLIUHT,
KUOEpayTUHI, KUOEpPCTAJIKUHI OTMETUM, YTO KIIOYEBBIM OTIMYHUEM SBIIAETCA
OIpEJIEJIEHNE 1IEJIH, KOTOPast JIEKUT B OCHOBE COBEPILIECHUS TaKUX MCUXOJIOTMYECKUX
MaHHUITYJISLHAN.



OCHOBHOW IENBI0 KUOEPTPOJUTUHTA SIBISIETCS OCYIIECTBICHHE MPOBOKAIINN
M0JIb30BaTEIIeH, HAPABIICHHON Ha BO3HUKHOBEHHE CIIOpa MEXIY TOJB30BaTEIISIMHU,
KOTOpBhI€ HM3HAYAIBHO TPHUACPKUBAIUCH OJHOW IIO3WIMHA, WM Ha SCKAJIAIUIO
KOMMYHHKAaTUBHOTO KOH(MIUKTA MEXTY TOJTB30BATEIISIMHU.

Henu xuOepOymamHra W KUOEpayTUHra 3aKIIOYAIOTCS B OCYIIECTBICHUU
TPABJIH MTOJIH30BATEIIS 110 PA3HBIM OCHOBAHUSIM.

KubepOymmmnr  mpenmonaraeT — OCYIISCTBIEHHE  TPYNNOW  JIMI,  €e
NPEJCTABUTEISIMHI TPABIH OHOTO IMOJB30BATENS B PAa3IUYHON (opMme U Mo Jr000i
MPUYMHE: TTOJIOBO3PACTHBIC XapaKTePUCTUKH, HAIIMOHATIBHAS, PACOBasl, PEITUTHO3HAS
TPUHAIC)KHOCTD U T.II.

Kubepaytunr npeacrtasiser co0oi BuI KHOepOY/UTHHTA U TIpeATIofiaraeT coOoi
pasriaiieHue HHQOPMAIIUU O CEKCYaIbHON OpUEHTAIIMY M TEHACPHON UICHTUYHOCTH
JPYroTo 4elioBeka 0e3 ero Ha TO COTJIacHs, YTO B UTOTE MOXKET MPUBECTH K TpaBJIe
TIOJTb30BATENs C HETPATUITUOHHBIMU B3TJISIIAMH.

KubepcrankuHT pecTaBiIseT co00i Hanboee KeCTKyo (GpopMy npeccuHra B
WuTepHeTe, KoTOpas HallpaBJlieHa Ha TIPECIIeI0BaHUE, CIICKEHHE 3a JKEPTBOM.

KubepcTajkiHT  XapakTepu3yeTcsl aKTHBHBIM  3a0pachIBAaHUEM  HKEPTBBI
UH(pOpMaIHel TICEBAOMO3UTHBHOTO MIIM KOMIIPOMETHUPYIOIIETO COACPKAHHUS.

Taxum 06pa3zom, 1o cBoel CyTH KUOEPCTAIKUHT MPEICTaBIsAeT cOO0 Hanboee
arpecCUBHBIN BapUaHT TCUXOJOTHYECKOTO BO3JCHCTBUS U, 3a4acTyl0, CTAHOBHUTCS
ciencTBreM KubepOysuIhHTa.

KubepOy/1IMHI: 0CHOBHBIE XaPAKTEPHUCTUKU KHOepOY/UINHIA U €0 THIIbI

OCHOBHBIMHU XapaKTEPUCTUKAMH KUOEPOYIJUTHHTA SBIISIOTCS:

- HEOJIHOKPATHOCTh W/WJIM TEPHOJUYHOCTh OCYIIECTBIECHUS JTECTPYKTHUBHBIX
JIEUCTBUN B OTHOILICHUH KEPTBBHI,

- HaIW4We YyMBICIA TPUHECTH YIIepO >KepTBe, KaK ICUXOJOTUYECKUH,
MOPAJIbHBIN, TaK U PU3UUECKHUI;

- HAHECEHUE Bpea;

- 3JI0ynoTpeOeHrue CBOCH CHIION WJIM BIUSHHEM, MOJOKEHHEM B MHTEPHET-
COOOIIECTBE.

HccnenoBareny BBIISISIOT BOCEMb TUIIOB KHOEpOYIUIMHTA:

1. @OneiMUHT TIpeICTaBIsIeT cO00H 0OMEH KOPOTKMMH 3MOIMOHAIBHBIMU
peruKaMu MeXAy IBYMsS W OoJyiee JIIOJAbMHU, KOTOPHIA MPOMCXOIUT HA OTKPBITHIX
miomaakax B cetu «MHTepHET» M OOJblle MOX0XKe Ha WH(DOPMAIIMOHHYIO BOWHY
MOJIb30BATENIC, BO3HUKIIEH IO TMPUYMHE, HE HWMEKIIEHd OTHOLICHUS K
NepBOHAYATBLHOMY TIpeAMETY 00CcykaeHus. Ha nepssiit B3rsa, GrueiMuHr — 600phda
MEXy PAaBHBIMU, HO IPHU ONPEHAECICHHBIX YCIOBUSIX OHA MOXET MPEBPATUTHCS B
HEPABHONPABHBIN IICUXOJIOTUYECKUNA TEPPOP.



2. Hanagku, 1NOCTOSHHBIE — W3HYpUTEIbHBIE  aTakd  (XapacCMEHT)
NPEJICTABISAIOT COOON MOBTOPSIIOIINECS OCKOPOUTENBHBIE COOOIICHMS, HAIIPABJICHHBIE
Ha KePTBY (HaIpuMep, COTHU CMC-COOOIIEHUI Ha MOOMIIbHBIN TeledOH, TOCTOSHHBIE
3BOHKH), C TEPErpy3KOil MEpCOHAIbHBIX KAaHAJIOB KOMMYHHUKaMH. BcTpeudarorcs
TaK>Ke B 4aTax u (popymax, B OHJIANH-UTpax 3Ty TEXHOJIOTHUIO Yallle BCEro UCTOIb3YIOT
rpudepsl — rpymmna UrpoKoB, UMEIOIIMX IIeJIbI0 He Mo0eay, a pa3pylieHue UTPOBOTO
OTbITA IPYTUX YYACTHUKOB.

3. Knesera mpencramisier coboi pacmpocTpaHeHHE OCKOPOUTENbHOU U
HenpaBAuBOW MHPopManuu. TekcToBble COOOIIEHNs, (POTO, IECHU, KOTOPBIE YaCTO
UMEIOT CEeKCyalbHbIN XapakTep. KepTBaMu MOTyT ObITh HE TOJIBKO OTIEIbHBIC JIUIIA,
HO U LIeJbIN criucok ul. Hanpumep, ciiy4aroTcst pacChblUIKH TAaKUX CIIUCKOB, KaK: «KTO
€CTb KTO B IIKOJIE», KKTO C KEM CIIUT», & TAKXKE CO3/1al0TCS CIIEHUaIbHbIE «KHUTH JUISI
KPUTUKU» C IIYTKAMH PO 3HAKOMBIX.

4, CaM03BaHCTBO, IEPEBOILIONIECHUE B OMPEEICHHOE JIMIIO 3aKJII0YaeTCs B
MO3UIIMOHUPOBAHUY TIPECIICIOBATENS B JIMIIE KEPTBBI, MCIONB3YS MapOJb JOCTYIa
KEPTBBI K aKKayHTY B COIMAIBHBIX CETAX, B OJore, moyre, CUCTEME MTHOBEHHBIX
COOOIIEHUI, WM CaMOCTOSTEIBHO CO3/Iae€T TOJJCIbHBIA aKKayHT >KEPTBHI C
AQHAJIOTMYHBIM HHUKHEHMOM U OCYIIECTBISET OT HWMEHHU S>KEPTBHI HEraTHBHYIO
KoMMyHHKaluto. OpraHu3zaius «BOJHBI OOpaTHBIX CBS3€H» MPOUCXOMHUT, KOT/A C
anpeca (aKkkayHTa) >KEpTBBI, MOJAJCIBHOTO aKKayHTa Oe3 ee BeJOMa OTIPABISIOT
JPY3bsIM POBOKAIIMOHHBIE TUCHMA.

5. HanyBatenscTBO, BBIMaHMBaHWE KOHPUACHIIMATBLHON HH(DOPMAIIUU U €€
pacnpocTpaHeHHe MpeICTaBIseT cO00M NoNy4eHHe NEpCOHANbHONU HH(POPMALIUY U ee
nyOnukanus B VHTepHeTe WM OCYIIECTBIEHUE €€ MepeJayd TeM JHIAM, JUIs
KOTOPBIX OHA HE MpeIHa3Ha4aIach.

6. OtuyxneHue  (OCTpaku3M,  HM3OJSIMS)  OpelacTaBisieT  coOoit
OCYIIECTBIICHHE TpeciieoBareneM (Tpynmod  mpeciefoBaTeneil)  AeCTBU,
HAIPABJICHHBIX HAa NCKIIIOUEHUE JKEPTBBI U3 MPOLECCA COLMAIBHOTO B3aUMOAECUCTBYS,
rpynibl. OHIalH-0TYYKACHUE BO3MOXKHO B JIIOOBIX TUMAX Cpell, e MPUCYTCTBYET
BO3MOXXHOCTb CO3/IaHHSI IPUBATHBIX YaTOB, OBITH BKIFOUEHHBIM B YEPHBIN CIHCOK, TO
€CTb BO3MOXKHOCTb OBITh HCKIIOYEHHBIM W3 OHJIalH-cpensl. OmnHoil u3 ¢dopm
NPOSIBJIEHUSI KHOEP-OCTPAKU3M SIBJIIETCS TaK)K€ OTCYTCTBHUE OTBETa HA MTHOBEHHBIE
COOOIIIEHUS UITU 3JIEKTPOHHBIE TUCHMA.

7. KubGepnpecnenoBanue — CKpbITOE BBICIC)KHUBAHUE >KEPTBBI C IIEJIBIO
OpraHu3aluy HamajAeHusl, U30UeHUs, N3HACUIIOBAHUS U T.1.

8. XeMnnuciaenuHroM sBisieTcsl MyOJuKalus, paclpocTpaHeHHE B CETH
HHTepHeT BUACOPOIUKOB C 3aMUCIMHU peajbHBIX CLIEH HacUIus 0e3 Coriacust )KepTBbI,
KoTophle pa3meniatoT B MHTepHere. HaunHasich Kak mIyTka, XeMMmUCICIUHT MOXKET
3aKOHUYUTHCS TPAruyeCKH.



BBIABJIEHUE KOHTEHTA BYJUIMHI'OBOT'O COAEP KAHUS: T'IE
BCTPEYAETCH, KAK PACIIO3HATD, UTO JAEJATDH YJIEHY
MOJIOJEKHOM MAJIATHI TP OBHAPY KEHWH INOJJOBHOM

HHPOPMAIIUU

KubepOyaauur: rae Bcrpedaercs?

Jist ocytiecTBiIeHusT KNOepOYITMHTA UCTIONB3YIOTCS CIIEIYIOIINE TUTOIIAIKT 1
BO3MOKHOCTH:

- MOOUJIbHASA CBSI3b (CMC-COOOIICHUS);

- MoOmibHbIe npuioxkeHus u MecceHpkepel (What's App, Viber, Instagram,
Badoo u T.71.);

- yaThl U GOPYMBI B ceTh «HTepHETY;

- DJICKTPOHHAs MOYTa (PacChUIKa COOOIIECHU);

- conmanbHbie cetu (BKonTakte, Facebook u 1.1.);

- CEpBHUCHI BUICOXOCTHHTA;

- ITPOBBIE CAWTHI M BUPTYATbHBIC UTPOBBIC MHUPHI.

Cpenn mpencTaBiICHHBIX IUIOMIAAOK, MO JaHHBIM uccienoBanus 2014 ropa
kommanuu Pew Research Center B 2014 rony HamOosiee 9acTto KHOEpOYJUTMHT
BCTpEYaeTcs Ha IUIOMAAKaX:

- COLIMANIBHBIX ceTelt (66% OMpoIIeHHBIX T0JIb30BaTeNeH);

- pazzen KOMMEHTapueB Ha caiTax (22% mnonb3oBarenei);

- oHsaifH-urpsl (16% monb3oBarteneit);

- mepcoHanbHas e-mail paccouika (16% monb3oBaresei);

- onmaitH-popymsl (10%);

- caiiThl 3HAaKOMCTB (6%).

[Tpu >TOM >KEHIUHBI M JACBYIIKH Yallle CTATKUBAIOTCSI ¢ KHOSPOYUTMHIOM B
COIIMAJIBHBIX CETSIX, a MY)KUHMHBI, B OCOOCHHOCTH, MOJIOJbIC MY>KUMHBI - YaIle
YIIOMUHAIOT OHJIAWH-UTPHI B KAYECTBE TUIOMIAJIKHA, HA KOTOPOH OHHM CTAJKHBAIIUCH C
KHOepOyIITUHTOM.

Kak pacno3narb kn0epO0yJIMHT

Jltoboe yHM3WTENbHOE, OCKOpOHTENIbHOE, Yyrpoxkarmliee O0e30MacHOCTH
yeJ0BeKa COOOIICHNE, a TaKKe BHIeo(hparMeHThl, POTON300paKeHN s, pa3MEILICHHBIE
B cetn «MHTEepHET» 0€3 cormacus >KepTBBI, MO CBOCH CYTH, MOKHO OTHECTH K
KHOepOyIUTUHTY.

Taxke K sBIeHWIO KHOEpOYUIMHTA OTHOCUTCS CO3JIaHUE TMOJJCITBHBIX
npoduiiel oab30BaTeNsl, HHTEPHET-PECYPCOB, JACSITEILHOCTh KOTOPHIX HAlpaBjcHA
Ha OYEPHEHHE TOTEHIIUAIBbHON )KEPTBBI.

JIng moHMMaHMA CYTH SBICHHA KUOepOyJUIMHTa OTMETHM, 4YTO €ro
yJaCTHUKAMH SIBIISIOTCSL CIEAYIOIIUE JIUIA, MEXIY KOTOPBIMH paclpeaesieHbl
pOJIeBbIE MO3UIINU:



- arpeccopa (ooumumnKa);

- )KepTBbI (TACCUBHOW WUJI arpeCCUBHOMN);

- CBUJICTES;

- 3aIIMUTHUKA (HEO0Os3aTebHBIN AIIEMEHT KOMMYHUKALIUN).

IIpumepsl cuTyaluii, ONMCHIBAEMBbIX KepTBaMM KHOepOy/IJIMHIA U IeMOHCTPUPYIOLIMX
HaJU4Ke B COO0IIeHUsIX (HepeHUucKe) HH(POpPMAIUH OYJUINHIOBOT0 CO/IeP:KaHUA

-«Mou ¢otorpaduu, KOTOpHIE g BBIKIAAbIBANIA B TPYIITY JJIsI TOXYJAEHUS, KOT1a
MHE Obuto JieT 13, BCIUIBUIM, KOrJa MHE ObUIO 15, MEHs MIaHTaKUPOBAJIU ATUMU
doTorpadusmm;

- «Moii ObIBIINII TApEHb YTpOXkKal BbUIOKUTH MOM UHTUM-(oTO B UHTEpHET, 1
€ro Ipy3bsl BUJIETH 3TU (HOTOY;

-«4 crankuBayicsi ¢ OCKOpOJEHUSAMH B KOMMEHTApHUSX Ha pa3HbIe TEMbI B
Pa3HBIX COOOIIECTBAX OT COBEPIIEHHO HE3HAKOMBIX MHE JIOJIEH M3-3a TOTO, YTO UX
TOYKA 3PEHUS HE COBIIAIAET C MOEK»;

-«He3HakoMBIM 4enOBEK CTaJl IMMcaTh MHE B COIMAJILHOM ceTH «BKOHTaKTe».
[Tpuceuran GoTo yOUTHIX )KHBOTHBIX M HHBAJIUIOB, TOBOPHJI, UTO 3TH (OTO KpacuBee
MECHSI»;

- «bompie roga HaJ 0 MHOM M3/1€BaINCh OJHOKIACCHUKH M MaJbUMKHU Ha 2 TOa
MJIaJIIIe, OHHU BRIKIAAbIBATH B CeTH YHIDIKAIOIINE BUJICO, T/Ie MyOIUIHO 003BIBAIA U
HAaCMEXaJIuCh, MUCAIH B JIMYHBIE COOOIIECHHS, YTO S MPOCTUTYTKA M T.J., XOTSA 3TO
HEmpaBaay;

- «JIBO€ OJHOKIACCHUKOB JOYEPU OCTABWJIM O HEW KOMMEHTapUH, UMEIOIINE
ceKkcyanbHbBIN XapakTep. OHM OImyOIMKOBalu WX Ha pecypce Nettby»;

- «ManbuuK BCTpedascs ¢ JAeBOYKOM, M Ha Facebook ero HexoTopoe Bpems
MOJIUBAJIA TPS3BIOY.

AJroput™ aeicTBUi WieHOB Mo0J10/1e:KHOM NAJIATHI IPU BbISABJIEHNN KOHTEHTA
OyJIUIMHIOBOI0 COAEPKAHUA

[Ipn BbIsIBACHHM HHGOPMALMK, CcoJAepXKallled TMpU3HAKKM OyJuIMHra B
COLIMATIBHBIX CETSX, WieHy MoJo1e:KHOM manaTel HE0OXO0AUMO:

1. M3roTOBUTH CKPHUHIIOT WHTEPHET-CTPAHUIIBI, HAa KOTOPOH pa3MelieHa
uH(poOpMaILMs TaKoro coaepxaHusi (Ha CKpUHIIOTE AOHKHBI ObITh ykazanbl: URL-
aJipec UHTEPHETC-CTPAHMUIIbI, 1aTa U BPEeMsI U3TOTOBJICHUS CKPUHILIOTA);

2. oOpatutbcsi B aJpec aJAMHHHCTpPAlMU COLMAIbHOW CETH, Ha KOTOPOH
pasMeleH noJ00HbII KOHTEHT:

- BKonTakre:

Wuctpykiwus: https ://vk.com/support?act=faqs&c=3 &id=8842, ®opma

oOpamenus: https://vk.com/support?act=new&from=h&id=8842;



https://vk.com/support?act=new&from=h&id=8842

- Facebook:

Wuctpyknus: https://ru-ru.facebook.com/help/reportabuse, ®opma

oOpaleHus:

https://ru-ru.facebook.com/help/contact/274459462613911

- Instagram

HNuctpykuus

. https://ru-
1. facebook. com/help/instagram/192435014247952?helpref=fag_content,
https://help.instagram.coni/4431656790538197helpref=page content,
https://help.instagram.com/446663175382270?helpref=fag_content, ®opma
oOpareHus:

https://help.instagram.com/contact/383 679321740945?helpref=fag_content,

https://help.instagram.com/contact/5844604649825897helpref=fag_content

- Twitter Muctpykimst:

https://help.twitter.com/ru/rules-and-policies/twitter-report-violation, ®opma
oOpareHus:

https://help.twitter.com/forms/moment_reporting,
https://help.twitter.com/ru/safety-and-security/report-a-tweet,
https://help.twitter.com/ru/safety-and-security/report-abusive-behavior

3. TPOBECTH aHAM3 TaKOrO COOOINEHHS Ha TpPEeAMET HalW4yusig B HEM

MEPCOHAIBHBIX JAHHBIX W, B CIy4ae WX HAIWYMS, HANpPaBUTh HHGOPMAIMOHHOE
nMcbMoO B azipec PockoMmHamzopa (oOpaser; mucbMa npumnaraetcs - [Ipunoxenue 1).

[Ipu BhIsSIBIeHUH MH(DOPMALIMK, COAEpKAIIEeH MPU3HAKKU OYJIJIMHTA, HA UHBIX
MHTEpHET-pecypcax, wieHy MoioaexxHoi naiaTsl HEOOX0UMO:

1. W3roTOBUTH CKPUHIIOT HMHTEPHET-CTPAHULbI, HAa KOTOPOW pa3MelieHa
uH(pOpMalIMs TaKOro coJep’KaHus (Ha CKPUHIIOTE AOKHBI ObITh ykazaHbl: URL-
aJpec UHTEPHET-CTPAHMIIBI, 1aTa U BPEMs U3rOTOBJICHUS CKPUHILIOTA);

2. TPOBECTH aHAJIM3 TAKOTO COOOLICHHWS Ha NpPEeIMET HaTU4usi B HEM
NEPCOHANBHBIX JAaHHBIX M, B CIlydyae MX HAJIMYUs, HANPaBUTh HHPOPMALKUOHHOE
nuchMo B azipec Pockomuanzopa (oO6pasen nuchma npuiiaraercs - [Ipunoxenue 2).

Ipunoocenue |

Obpasey nucoma Paboueti epynnvr Monooesichoti
nanamul 8 aopec Pockomnadzopa

Bpwuo 3amecturens pykoBoautens Pockomuanzopa 1O.E.
KonTemupoy


https://ru-ru.facebook.com/help/reportabuse
https://ru-ru.facebook.com/help/contact/274459462613911
https://help.instagram.coni/443165679053819?helpref=page_content
https://help.instagram.com/446663175382270?helpref=faq_content
https://help.instagram.com/contact/383
https://help.instagram.com/contact/584460464982589?helpref=faq_content
https://help.twitter.com/ru/rules-and-policies/twitter-report-violation
https://help.twitter.com/forms/moment_reporting
https://help.twitter.com/ru/safety-and-security/report-a-tweet
https://help.twitter.com/ru/safety-and-security/report-abusive-behavior

YBaxkaemsiit FOpuii EBrenneBuu!

Paboueli rpynmo#i MononexHoil mamatel B XOJ€ MOHHTOPHHTa HWH()OPMAIMOHHO-
KOMMYHHKaLIMOHHOHU ceTu «/HTepHeT» OBl BhIsIBIIEH (PaKT pa3sMelieHust Ha HHTEpHET-CTPaHuIe
(yxazats URL-agpec nnTepHET-CTpaHUIIBl) HHPOPMALIUH, COAepKaIIen
NpPU3HAKK HWHTEPHET-TpaBiH (KUOepOyJUIMHTa) B OTHOUICHWH TIONB30BaTelsl COLMAJIbHON CceTH
__ (yxa3aThb Ha3BaHUE COLHAIBLHOMN CETH).
Tak, Ha yKa3aHHOW HHTEPHET-CTPAHULIE TTOIB30BATEIEM (YkazaTb HUK

MOJIH30BATENISl, CCHIIKY Ha €r0 aKKayHT) pa3MeIeHO COOOIEHHE CIETYIOMIETr0 COJCPKAHUS:
(mpoumTHpOBaThH cOOOIIeHNE ¢ Oy/UTMHTOM). B yKa3zaHHOM cOOOIIeHnN
COJIePIKATCS IEPCOHANBHBIC JJAHHBIC TPaXKIaHHHA B 00BbeMe (MepeyncnuTh epeueHb
CBEJICHH, YKa3aHHBIX B COOOIIEHUH, O TOJIb30BaTEINe).
AJIMUHHCTPATOPOM TPYIIIHI SBISIETCS (ccputka Ha TIPOGIITH

aJMUHHUCTPATOpa, YyKa3blBaeTCsA, B Cllyyae, KOTJa COOOILIEHHWE PacHpOCTPaHEHO B TpyNIE B
COITHATBHOM CETH).

YunteBas n. 1 llonoxenns o denepanpHOl cimykOe 1Mo Ham3opy B cdepe CBs3H,
MH(QOPMALMOHHBIX TEXHOJOTMH M MAaCCOBBIX KOMMYHHUKAIMH, YTBEPKIEHHOTO IIOCTAaHOBJICHHUEM
IIpaButensctBa Poccuiickoit @enepauuu ot 16.03.2009 Ne 228, nampamisiem Bam ykazaHHyIO
MHQOpPMaIMI0 B KadecTBE HHGOPMHPOBAHMS W [UIA HNPUHATHSA, [pU HAJIUMYUM OCHOBAHUH,
COOTBCTCTBYIOIIUX MCP p€arupoBaHusA, HAlIPABJICHHBLIX HA YAaJICHUEC 6YHHI/IHFOBOFO KOHTCHTA.

[punoxenue: Ha 1., B 1 9K3. (IPUKIaIBIBAIOTCS CKPHHIIOTHI HHTEPHET-CTPAHUIIBI,
noATBepKAaronye (GakT pacnpocTpaHeHus: OyJUIMHTOBOM HH(pOpMAIIUH).

C yBaxxenuewm, [Ipencenarens Paboueit rpymnmel MosnoaexxHOH majgaTsl

IHpunooicenue 2
Obpaszey nucvma Paboueti epynnor Monoodesicroti
nanamsl 8 aopec Pockomnaoszopa

Bpwuo 3amecturens pykoBoautens Pockomuaazopa 1O.E.
KonTemupoy

YBaxxaemsrit FOpuit EBrenneBud!

Paboueit rpynmoit MomonexxHON MmanmaThl B XOAC MOHUTOPWHTA HWH()OPMAITMOHHO-
KOMMYHUKaIIMOHHOH ceTn «IHTepHeT» ObLT BEISBIICH (DaKT pa3MelleH!s] Ha MHTepHET-CTPaHUIIEe



(yxazats URL-angpec unTepHET-CTpaHuIIbl) HHGOpPMAILKH, COJEpKAIIEH
NPU3HAKW HHTEPHET-TPaBIU (KHOepOYIIMHTa) B OTHOILIEHHH OCETHTEIISI HHTEPHET-Pecypca.
Tak, Ha yKa3aHHOI HHTEPHET-CTPaHUIIE N0Ib30BaTENEM (YykazaTb HUK

MOJIL30BATEIS) pasMeleHo coobuieHue CIIEYIOIETO COJepIKaHMsL:
(mpoumTHpOBaThH cOoOIIeHNe ¢ Oy/uTHHTOM). B yka3zaHHOM cOO0IIeHnN
COJIePIKATCS IEPCOHANBHBIC JaHHBIC TPaXKIaHHHA B 00BeMe (mepeyncnuTh epeueHb
CBEIICHUH, YKa3aHHBIX B COOOIIEHNH, O TIOJIb30BaTelIe).
AIMUHHECTPATOPOM HHTEPHET-PEcypca sIBIIETCS (mHGOpMALIHS MOXKET

OBITh TOJTyYeHa, B TOM YHCIIE, U3 O0IIET0CTYITHBIX HHTEpHET-pecypcoB Whois).

YunteBas n. 1 llonoxenns o denepanpHON ciy:x0e TO Ham3opy B cdepe CBs3H,
WH(GOPMAITMOHHBIX TEXHOJOTHH M MAacCOBBIX KOMMYHHUKAITHH, YTBEPXACHHOTO ITOCTAHOBJICHHEM
IIpaButensctBa Poccuiickoit @enepauuu ot 16.03.2009 Ne 228, nampamisiem Bam ykazaHHyIO
nHpOpMAIMI0 B KadecTBe WHGOPMHUPOBAHWS W s TPHUHATHS, NPU HAJTUYUA OCHOBAaHUM,
COOTBETCTBYIOLIUX MEpP pearupoBaHIs, HAIIPABICHHBIX HA yAalleHue OyJUTMHTOBOTO KOHTEHTA.

[punoxenue: Ha 1., B 1 9K3. (IPUKIaIBIBAIOTCS CKPHHIIOTHI HHTEPHET-CTPAHUIIBI,
noATBepKaronue (GakT pacnpocTpaHeHus: OyJUTMHIOBOM HH(POPMALIUH).

C yBaxxeHuem,

[Ipencenarens Paboueit rpymmbl Mooae:KHOM manaThl

POCKOMHAL30P

POIlb U MECTO 3ALLUTBI MPAB CYBBEKTOB
NEPCOHAJIbHbIX JAHHbBIX B OBECINEYEHWA
KUBEPBE3OMNMACHOCTHU



KWBEPYrPO3bI B CETU MHTEPHET

| MOLLIEHHUYECTBO | CNEXKA
v/ KUBEPBYNIWHT, [ LWAHTAX
TPONNUHI

' BbIMOIATENIbCTBO v/ ATPECCUBHbIA MAPKETUHI

¢ POCKOMHAZ30P






> [IPAKTUKA NPUHATUA ycnosui ¢ POCKOMHAL30P

>

Nonb30BaTeNbCKOro CornalleHuns no NEPEAAYA A no
He3alWMuLLEeHHbIM KaHanam CBA3N

YMOJT4aHU!I0

> WUCNOJIb3OBAHUE
> XWULIEHMKE NA reoNIOKaLMOHHbIX CePBUCOB
> WUCNONIb3OBAHUE «cepbix» MOOUNBHbIX > PACMPOCTPAHEHME NA B
NpUnoXeHnN OTKPbITbIX UCTOYHMKAX

> OULINHI
> OBLLEHUE ¢ BupTyanbHbIMKU ApY3bAMU

> [IOBCEMECTHOE UCNOJNb30OBAHUE
BUOgeoHabnoaeHus
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" KMBEPYTPO3
NOCNEACTBUA
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o MPUCBOEHUE NMUYHOIO UMYLLECTBA o MpuHyxaenune k TPAXOAH

OBMAHHbIM NYTEM BbINONTHEHMIO BONU TPETbUX
nmy
o Bpea ncuxuyeckomy, HpaBCTBEHHOMY o MoHeTu3auua nonb3oBartens cetn UHTepHerT,

T.e. NONb30BaTesb CTAHOBUTCS TOBapOM
o HapyweHue npaBa Ha NUYHYIO XU3Hb

W BYXOBHOMY 340POBbLI0 rpaXxaaH

MaHunynmpoBaHue cyobeKToM
NnepcoHanbHbIX AaHHbIX

¢» POCKOMHAZ30P



[NPABOBOE
CYBbEKTOB NEPCOHAJIbHbIX JAHHbBIX

5 KOHBEHLIUA COBETA EBPOIbI
O 3awmTte husanmyeckux nuL NpyM aBTOMaTU3MPOBaHHON 00pPaboTKe NepcoHanbHbIX AaHHbIX ETS Ne 108

U ®EAEPANbHbLIA 3AKOH POCCUNCKOW ®EQEPALUM
«0 nepcoHanbHbIX AaHHbLIX»

& OEEPAIIbHbIN 3AKOH POCCUMCKOW ®EOEPALINM
«06 nHopmaummn, MHHOPMaLMOHHLIX TEXHONOIMAX M O 3awuTe UHdopmauuny (B YacTu nopaaka
onokuposku ndopmauum B cetn UHTepHeT)

B MOCTAHOBIEHWE NMPABUTENLCTBA POCCUUCKOW ®EEPALIUK
«0 ®epepansHoOM cnyx6e no Haa3opy B cepe cBA3U, UHPOPMALMOHHBLIX TEXHONOrMI U MacCOBbIX
KOMMYHUKaLn»

¢POCKOMHALO30P 4
da



HAPYLLEHUA ﬁOPFlD.KA OBPABOTKW NEPLUNbHB6Ne

O

O

O

O

Heperynupyembiii 060poT uHopmaumu, cogepxallen nepcoHanbHble AaHHbIe

HecooTBeTcTBME 00PabOTKM NEpCOHaNbHbIX AAHHbIX AeKNapupyeMbIiM B NONb30BaTENbCKUX
cornaweHunsax NHTepHeT-kOMNaHU1 Liensm oopadboTKu NepcoHanbHbIX 4aHHbIX

C6op 1 aHanu3 nepcoHanbHOU MH(hOpMaLUK NoNb3oBaTenen, B TOM YUCHhe,
nepcoHnchULMpoBaHHON 3aUHTEPECOBAHHOCTM NONbL30BaTeNs K onpeaeneHHbIM ToBapam

WUcnonb3oBaHue NnepcoHanbHbIX AaHHbIX NONb30BaTens ceT MHTepHeT ¢ uenbio
NpoABUXEeHUS TOBAPOB, paboT, yCNyr Ha pbiHKe
Co3gaHue (hanbWMBLIX aKKAYHTOB B COLMANbHbIX CETAX

Ucnonb3oBaHue NepCoHasrbHbIX AdHHbLIX B KOMMEP4YeCKUX Lensax

OOLwenoCTYNHOCTbL IMMHON UH(hOpMaLIUK

¢ POCKOMHAL30P



ronHomLLUns POckGiiHlAzb 4
3AKOHOMATENLCTBA B OBNACTY NEPCOHAMBHbIX JAHHBIX

AUC «PeecTtp HapywuTenen npaB CyOLEKTOB NePCOHANbHbLIX AaHHbLIX»

LENb:

OFPAHWYEHUE IOCTYNA K UHOOPMALNU, OBPABATBHIBAEMOW C
HAPYLLEHMEM 3AKOHOOATENLCTBA POCCUNCKOWU ®ELEPALIUN B OBNACTH
NEPCOHAIbHbIX JAHHbIX



¢ POCKOMHAL30P



HAJTMYUE CUCTEMbI MO 3ALLIUTE NPAB

CNOCOBCTBYET

Ooctuxenunro BAJIAHCA vHTepecoB

JInyHocTm, 0BLyecTBa v rocynapcTea

COXPAHEHUIO

HeNnPMKOCHOBEHHOCTHU YaCTHOM XXU3HU

CoxpaHeHuto

ncuxonornyeckor
0 3A0poBbLA
rpaxpaH

® POCKOMHAO3OP



